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ANECDOTE

I

Once upon a time, in a not-so-distant future, a university decided to implement an advanced AI system to personalize education for its 
students. The AI was designed to analyze each student's learning patterns, strengths, and weaknesses, providing tailored lessons and 
resources to help them succeed.

At first, the AI seemed like a dream come true for both faculty  and students. It could identify struggling students early on, recommend 
additional materials for advanced learners, and even predict which students might need extra support in specific subjects. It was 
hailed as a technological marvel.

However, as time went on, concerns about privacy began to surface. Parents and students started to wonder just how much data the AI 
was collecting and how it was being used. The university had assured everyone that the data was anonymized and used solely for 
educational purposes, but doubts remained.

One day, a curious student named Alex decided to dig deeper into the AI's data collection process. With a bit of coding knowledge and 
determination, Alex discovered that the AI was collecting not only academic data but also personal information like students' browsing 
history, social media activity, and even their conversations outside of school hours.

Alarmed by this discovery, Alex brought it to the attention of a few classmates and together, they organized a meeting with their 
university president.  The president was shocked and immediately initiated an investigation. It was revealed that the AI system had been 
developed by an external company that had not been transparent about the extent of data collection.

The universitty swiftly terminated its contract with the company, but the damage had been done. Parents and students lost trust in the 
use of AI in education, and privacy concerns became a significant roadblock to further implementation.
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How much data has been collected?

How secure was the data being collected by 
the AI platform?

Who had access to this data, and for what 
purposes?

What safeguards were in place to protect 
students' privacy?

QUESTIONS ARISING 
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WHAT IS AI?
Artificial intelligence (AI) refers to the simulation of 
the human intelligence in machines.

Task requiring human intelligence:
• learning from experience
• adapting to new situations
• understanding natural language
• recognizing patterns
• making decisions
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HOW AI WORKS

0
INPUT PROCESSING

• Patterns
• Rules

• starts with 
data or 
information

• LEARN & UNDERSTAND

• Ma c h in e  Le a rn in g

• NLP

• De e l Le a rn in g  

Alg o riith m s  

LEARNING DECISION 
MAKING

• Ma ke s  

Pre d ic tio n s  /  

De c is io n s  b a se d  

o n  d a ta  

OUTPUT

• Re su lts  /  Ou tp u t 

b a se d  o n  its  

le a rn in g   a n d  

d e c is io n  m a kin g
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HOW AI WORKS IN EDUCATION

0
DATA COLLECTION

• Student data, schores, 
submissions, interaction 
with application

ADAPTIVE LEARNING

• Ca n  a d a p t th e  d iffic u lty 
o f  le s so n s  in  re a l tim e

ANALYSIS

• Patterns &  Insights
• Stu d e n t s tru g g le s
•  in te ra c tio n  with  a p p lic a to n

PERSONALIZATION

• b a se d  o n  a n a lys is  , 
c u s to m ize  le a rn in g  
e xp e rie n c e

FEEDBACK & ASSESSMENT

• Im m e d ia te  fe e d b a c k o f 
s tu d e n t’s  wo rk

TEACHER SUPPORT

• a u to m o a tio n  o f 
a d m in is tra tive  ta sks  like  
g ra d in g  a n d  tra c kin g  
s tu d e n t p ro g re s s

CONTINUOUS IMPROVEMENT
• c o n tin u o u s ly le a rn s  a n d  

im p ro ve s  its  re c o m m e n d a tio n s  
a n d  te a c h in g  m e th o d s  b a se d  
o n  h o w s tu d e n ts  re sp o n d . It 
a d a p ts  a n d  g e ts  b e tte r o ve r 
tim e .
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ENHANCED LEARNING

SMART TUTORING

EFFICIENCY AND PRODUCTIVITY

PREPARING FOR THE FUTURE

WHY AI IN EDUCATION?

AI  offers personalized learning experiences 

adapting to learningstudents' needs
and l

• AI-powered tutoring systems provide instant

feedback and support, enhancing student

engagement 

AI offers personalized learning experiences,

adapting to individual students' needs and

learning styles.

• AI equips students with skills needed for 

technology-driven world boosting their 

employability

DATA DRIVEN INSIGHTS ACCESSIBILITY & INCLUSIVITY
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• Assessment
• Professional 

Development
• Maintenance
• Cybersecurity
• Safety Security
• Gamification
• Staff Scheduling

HOW IS AI USED IN EDUCATION?

• Classroom Behavior 
Management

• Lesson Planning
• Class Audio Visual
• Language Learning
• Learning 

Management 
Systems
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UNDERSTANDING
PRIVACY IN EDUCATION
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lack of resources. re to o lIn g ,
re skillin g .

e n su re  fa irn e s s , 
transparency &  
a c c o o u n ta b ility.

LACK of ACCESS & 
INFRASTRUCTURE DATA COLLECTION & 

SHARING SkILLS & TRAINING

PRIVACY CONCERNS ON AI IN EDUCATION

ETHICAL 
CONSIDERTATIONS

c o lle c tin g  a n d  sh a rin g  
se n s itive  p e rso n a l d a ta .
s a fe g u a rd in g  d a ta
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With the increasing use of AI in education, there are 
concerns about the security and privacy of student 
data. It is important to ensure robust data security 
measures to protect sensitive information from 
unauthorized access or breaches.

Data Security Measures

Obtaining informed consent from students and parents 
regarding the collection and use of their data is vital. 
Transparency about data use and providing students 
and parents with control over their data can help 
address privacy concerns.

Informed Consent

PRIVACY CONCERNS ON AI IN EDUCATION
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Legislation and Regulations
Legal Framework for Student Data Privacy

The Data Privacy Act of 2012 establishes the legal framework 
for data privacy protection in the Philippines.

Data Privacy Act of 20121

The Department of Education has issued guidelines to 
ensure compliance with data privacy regulations in 
educational institutions.

Data Privacy Council Education Sector
Advisory No. 2020-1

Data Privacy and Online Learning

Department of Education Guidelines2

Educational institutions must designate a Personal 
Information Controller responsible for managing and 
protecting student data.

Personal Information Controller3

Clear consent must be obtained from students or 
their guardians for the collection and disclosure of 
their personal information.

Consent and Disclosure4
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HOW TO PROTECT STUDENT DATA PRIVACY WHEN USING 
AI TOOLS:

Awareness of Data Collection Min im ize  Da ta  Co lle c tio n

• Encrypt collected data to enhance 
unauthorized access prevention.

• Understand the type of data collected by 
AI tools.

• Be compliant with privacy laws and 
regulations.

Data Encryption

• Collect only necessary data for AI 
functionality.

• Reduces the risk of unintended data use.

Secure Data Storage
• Store data on secure servers with strong 

protections.

Limited Data Sharing Timely Data Deletion

• Share data only with authorized 
individuals.

• Restrict access to those with legitimate 
needs.

• Delete data when it's no longer essential 
for AI function.
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BEST PRACTICES
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HOW TO PROTECT STUDENT DATA PRIVACY WHEN 
USING AI TOOLS:

Parental 
Co n s e n t

Stu d e n t 
Ed u c a tio n

• Educate students 
about data 
privacy.

• Have discussions, 
provide 
resources, and 
share privacy 
policies.

• Obtain parental 
consent for 
sensitive data 
collection.

• Especially for 
medical or 
financial 
information.

Continuous 
Monitoring

• Regularly 
supervise AI tool 
usage.

• Ensure privacy 
protection and 
address any 
issues promptly.
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HOW CAN AI BE USED RESPONSIBLY BY 
TEACHERS
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AI can be used to 
a u to m a te  a d m in is tra tive  

ta sks

In vo lve  s tu d e n ts  in  th e  

d e s ig n  a n d  d e ve lo p m e n t o f 

AI to o ls . 

AI c a n  b e  u se d  to  c re a te  
p e rso n a lize d  le a rn in g  

e xp e rie n c e s  fo r s tu d e n ts

AI c a n  b e  u se d  to  p ro vid e  

fe e d b a c k to  s tu d e n ts . 

AI h a s  th e  p o te n tia l to  

re vo lu tio n ize  a n d  p e rso n a lize  

e d u c a tio n  
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Ensure that AI tools are used 

to  su p p le m e n t, n o t re p la c e , 

te a c h e rs

Use  AI to o ls  in  a  wa y th a t 
is  fa ir a n d  e q u ita b le . 

Be  tra n sp a re n t a b o u t th e  

u se  o f AI in  th e  c la s s ro o m . 

Pro te c t s tu d e n t d a ta  p riva c y. 

Educate teachers about AI. 
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Finding Common Ground: Balancing AI and Data Privacy

To strike a balance between AI and data privacy, ethical considerations must be prioritized. It is essential to use AI responsibly, 
ensuring fairness, transparency, and accountability in data collection, analysis, and decision-making processes.

Ethical Considerations1

Collaboration between educational institutions, AI developers, policymakers, and stakeholders is crucial. Open communication 
and sharing best practices can help find common ground and develop guidelines for AI implementation while safeguarding data 
privacy.

Collaboration and Communication2

Anonymizing student data can be an effective strategy to maintain privacy while utilizing AI. Removing identifiable information 
from datasets can minimize the risk of re-identification and protect students' privacy.

Data Anonymization3
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TAKEAWAYS

Data privacy is crucial for safeguarding student and faculty information, maintaining trust, and compliance 
with regulations especially when AI is used.

Importance of Data Privacy1

Developing comprehensive AI policies and data privacy policies and practices to protect data subjects

Necessity of Robust Policies2

Ensuring data privacy requires collaboration among educational institutions, policymakers, and all 
 

Collaborative Efforts3

PAFTE



PAFTE



Roles and Responsibilities
Ensuring Accountability

Appoint a dedicated DPO responsible for overseeing 
data protection initiatives and ensuring compliance 
with privacy laws.

Data Protection Officer (DPO)1

Clarify the responsibilities of educational 
institutions in safeguarding student data and 
fostering a culture of privacy.

Educational Institution2

Highlight the role of teachers and staff in handling 
student data responsibly and following data 
protection policies.

Teachers and Staff3

Educate students and guardians about their rights 
and responsibilities regarding data privacy in the 
education sector.

Students and Guardians4
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Embracing the Future of Education

AI in education holds immense 
potential for enhancing 
learning outcomes and 
empowering students and 
educators.

Optimizing Learning 
Experiences

By implementing best practices, 
institutions can ensure student 
data privacy and address 
ethical challenges.

Ethical Data Protection

Continued collaboration 
between educational 
institutions, policymakers, and 
AI developers is crucial for 
successful AI integration in 
education.

Collaboration and 
Adaptation
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THANK YOU
FOR YOUR ATTENTION
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